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by Barbara Endicott-Popovsky and 
Hon. Donald J Horowitz

©2012 by IEEE. This article originally 
appeared online and is reprinted here 
with permission from B. Endicott-
Popovsky and D. Horowitz; “Unintended 
consequences: Digital evidence in our le-
gal system,” IEEE Security and Privacy, 
March 2012. 

n 2007, Julie Amero, a substi-
tute teacher at a Connecticut 

middle school, was wrongly con-
victed on four counts of felony 
charges of risk of injury to a minor 
and impairing the morals of a 

child by showing pornogra-
phy on a school computer.1 

The conviction carried a maximum 
prison sentence of 40 years. Computer 
experts were forbidden to testify that 
malware hijacked the machine’s browser 
so that it visited pornography sites with-
out prompting. Although the conviction 
was eventually overturned, after appeal, 
when computer experts at a second trial 
showed that the NewDotNet spyware 
program, injected into the system days 

prior to the crime, spawned uncontrol-
lable pornographic pop-ups, her life was 
in irreparable ruins after years of living 
under an umbrella of suspicion wrongly 
confirmed by a court conviction. She 
suffered not only from an erroneous of-
ficial judgment from the courts, but also 
from a collective community judgment 
that eventually stripped her of her teach-
ing license as well as her chosen career.

In many parts of the U.S., the criminal 
law bar on both sides — prosecution and 
defense — has minimal literacy regard-
ing digital evidence. Law schools have 
minimal, if any, instruction addressing 
the nature of digital evidence, and yet 
law enforcement will assert that almost 
every crime today involves a computer. 
The same is true for the bar in civil cases, 
which essentially includes everything 
other than criminal cases, and can in-
volve significant amounts of property 
and money, as well as the most serious 
personal and family issues. Without an 
institutionalized understanding of the 
nature and use of digital evidence, we se-
riously risk a justice system increasingly 
subject to confusion and inaccuracy, 
with innocent individuals wrongly con-
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victed and incarcerated, suffering addi-
tional collateral penalties and damage 
for the rest of their lives. Many of those 
deserving of punishment will get away 
with their criminal acts, and people 
will unfairly win or lose civil and do-
mestic cases that seriously affect per-
sonal lives, reputations, careers, prop-
erty, and finances.

Stating the Problem
Escalation of online criminal and fraud-
ulent activity is partially due to society’s 
inability to detect and hold perpetra-
tors accountable. A model describing 

online criminal behavior identifies the 
elements that comprise motivation for 
perpetrating online crime.2 (We recom-
mend this model be further refined to 
include the concept of timeliness and 
to reflect legal concepts of uncertainty 
that guide judicial decisions.) Examina-
tion leads to insight about the powerful 
role effective legal detection, interven-
tion, and action could play in deterring 
online crime:

 
M = f [P(v) – (c1 + c2)],
where M is online criminal activ-
ity motivation,  

 P is the probability of not failing 
to successfully commit an online 
crime,  
 v is the value of success to the 
perpetrator,  
 c1 is the cost to the perpetrator, 
and  
 c2 is the consequences to the 
perpetrator.

According to this model, online 
criminal behavior is a function of the 
probability of not failing to successfully 
commit an online crime (P), multiplied 
by the value of success to the perpetra-
tor (v), less the sum of the costs and 
consequences to the perpetrator (c1 + 
c2). With the probability of not failing 
high (given the easy accessibility of vul-
nerable targets), and with the value of 
success prized, according to this model, 
P and v amplify the effects of each other. 
With costs and consequences to the per-
petrator unlikely as well as low, there’s 
little to reduce motivation to indulge in 
malicious online behavior. 

To change the outcome, we can ei-
ther lower P, the probability of not fail-
ing, or increase costs and consequences, 
represented by (c1 + c2). Traditional se-
curity measures focus on lowering P by 
increasing system protection, which has 
led to a never-ending arms race between 
online criminals and defenders of target 
systems. What we recommend is raising 
the value of (c1 + c2) as an alternative 
strategy, but this requires an educated 
judiciary and legal community that un-
derstand the nature and use of digital 
evidence. We have a long way to go to 
achieve this goal.

Educating the Judiciary and 
Legal Community
Several years ago, driven by curios-
ity over the Amero case, one of us (En-
dicott-Popovsky) reviewed the technical 
competence of several hundred pages of 
digital forensic testimony from state and 
local courts in the Pacific Northwest. The 
driving motivation was an interest in de-
termining the state of comprehension 
of digital evidence among the local le-
gal and judicial communities. Although 
federal government experts are required 
to have a certain level of demonstrated 
expertise gained through certifications, 
local law enforcement and digital fo-
rensics experts have a range of qualifi-
cations that are, on average, lower and 
typically unmandated. 
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Research showed that the question-
ing of expert witnesses by legal and 
judicial professionals ranged from mini-
mally technically competent to highly 
professional.3 In some cases, a modest, 
nevertheless deficient, understanding 
of technology was sufficient to intro-
duce “reasonable doubt” and thus to 
persuade a jury to acquit the defendant. 
In one particularly egregious example, 
an uninformed defense “expert” testi-
fied there were “100 bits in a byte” and 
calculated network traffic flow based on 
that error. His testimony was never chal-
lenged and was entered into evidence to 
be considered by the jury in establishing 
guilt or innocence.4 

By placing our ability to prosecute/
defend those alleged to be guilty of digi-
tal crime (or the civil law misuse of digi-
tal evidence) at risk due to an inability to 
competently use, address, or otherwise 
handle digital evidence, we fuel the arms 
race between attacker and defender, 
perpetrator and victim. As the bad guys 
recognize and smile at the slim likeli-
hood of being held accountable for their 
online misdeeds, those who aren’t guilty 
worry, with justification, that they could 
be wrongly accused, and those who are 
victims are largely without recourse.

The Role of Frye/Daubert
As the legal community’s understanding 
of digital evidence evolves, the history 
of acceptance and admission of DNA 
evidence gives us some insight into what 
to expect. It took two decades to develop 
DNA as reliable science. Accepted stan-
dards now exist for DNA laboratories, 
collecting and analyzing evidence, and 
training personnel, but these grew over a 
lengthy time as both the science of DNA 
and legal case history evolved. The In-
nocence Project is a reflection of how far 
the U.S. legal system has come in relying 
on DNA evidence as a powerful witness 
in crime detection and litigation, and in 
other criminal and civil investigations 
and resolution activities, as well. As of 
November 2011, 280 people previously 
convicted of serious crimes in the Unit-
ed States have been exonerated by DNA 
testing since 1989, 17 of whom were sen-
tenced to death.

In contrast, digital evidence and 
forensics are relatively new, and the 
development of standards is in its earli-
est stages. It’s also very much a moving 
target. While DNA is DNA, last year’s 
machine may function very differently 

from this year’s. And unlike the advent of 
DNA evidence, where practitioners had 
to convince the legal system of its valid-
ity through a series of court cases before 
it was considered admissible, digital 
forensic evidence is already considered 
admissible even though standards have 
yet to be agreed upon. However, we do 
anticipate legal challenges to the au-
thenticity and credibility of this type 
of evidence as the legal system gains 
insight into the technology. Given the 
likelihood of increasingly sophisticated 
challenges to expert testimony, court-
room admissibility rules and require-

ments are expected to become an im-
portant consideration, although they 
don’t yet appear to be. This provides a 
window of opportunity to educate the 
legal and judicial communities.

 The vetting of the validity of scientific 
evidence currently derives from certain 
landmark court cases — most notably 
Frye v. United States and Daubert v. Mer-
rell Dow Pharmaceuticals, Inc., and their 
progeny — which established the stan-
dards for admissibility. Frye established 
the general acceptance standard and 
some rules and criteria for admissibility, 
while Daubert, which arguably super-
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sedes Frye, established the judge as “gate 
keeper,” allowing judicial discretion in 
evaluating the admissibility of scientific 
evidence in an effort to “limit the admis-
sibility of ‘junk science’ and encourage 
the development of reliable scientific 
and technological forensic techniques.”5 

To ensure that digital forensic evi-
dence is authentic and competent, the 
Frye and Daubert tests provide a basis 
for some protection against the use of 
bogus scientific evidence and expert 
opinion, but ultimately the task of chal-
lenging inexact science falls on the at-
torneys at many stages in the case (and 
certainly in the courtroom), and the 
task of allowing — or not allowing — 
such evidence falls on judicial decisions 
throughout the case, which are often 
based in substantial part on the quality 
of those challenges, the judge’s knowl-
edge and training, and the quality of his 
or her decision-making. 

The legal profession’s understand-
ing of digital forensics is generally still 
limited, often allowing inappropriate or 
incompetent evidence that is technol-
ogy-based to go unchallenged or inad-
equately challenged. Clearly, the state 
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of the law and rules — and of the legal 
and judicial process and practice — in 
this new and constantly changing area 
needs thorough and strategic analysis 
and a plan for improvement and ongo-
ing maintenance.

A Suggested Solution
The Center for Information and Cyberse-
curity (CIAC) at the University of Wash-
ington’s Information School has insti-
tuted a series of educational awareness 
programs designed to raise the legal and 
judicial communities’ understanding of 
digital evidence. While judges and law-
yers alike are required to take continuing 
legal education courses to maintain their 
professional standing, the course topics 
cover a wide spectrum of subjects. Tech-
nology, when it is taught, is more likely to 
focus on how to use various tools, as op-
posed to discussing the nature and char-
acteristics of digital evidence. For this 
reason, the CIAC has developed several 
successful training vehicles that follow 
guidance provided by the U.S. National 
Institute of Standards and Technology 
in “Building an Information Technology 
Security Awareness Training Program”6:

A workshop that trains the judiciary in 
the nature of digital evidence.
This has been offered in collaboration 
with local FBI and the legal community 
to several groups of local, Northwest, 
and Pacific Island judges. The program 
is designed to demonstrate the chal-
lenges of collecting, authenticating, and 
preserving digital evidence to prepare 
judges to be effective gate keepers rela-
tive to the admission of digital evidence.

“The Unintended Consequences of 
the Information Age,” a UWTV lec-
ture series. 
Each program in this televised series 
is offered for Continuing Legal Educa-
tion credits as a service to the local le-
gal community (www.uwtv.org/video/
player.aspx?mediaid=1583564211). 
Hundreds of lawyers have taken these 
courses and received credit. Subse-
quent airings over the Research Chan-
nel ensure that the series reaches thou-
sands of additional viewers.

Digital forensics course offered jointly 
to law and computer science students.
Using community resources (a volunteer 
Superior Court judge as well as currently 
practicing attorneys), this “business 
game” course simulates a real-world 
criminal investigation that culminates 
in a mock trial in which computer sci-
ence and IT students testify as “expert 
witnesses,” and law students prepare, 
examine, and cross-examine them, with 
an actual judge participating and over-
seeing. This provides realistic experience 
to computer science and IT students on 
how to prepare evidence for admission 
in a court of law and to law students on 
how to prepare digital forensics experts, 
as well as how to offer and challenge 
their testimony.7 

These are all part of an ongoing initia-
tive to improve digital evidence literacy 
at the University of Washington School 
of Law that includes an interdisciplinary 
program with the Information School.

These examples offer an initial spark 
to ignite discussion on how better to 
prepare our judiciary and legal system 
for the challenges of dealing with digital 
evidence. Society will almost always lag 
technological development, but the con-
sequences of a large lag to the effective-
ness of our legal system as it erratically 
and bit-by-bit attempts to address the 
changing nature of evidence are stagger-

www.uwtv.org/video/player.aspx
www.uwtv.org/video/player.aspx
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Judge Jim Riehl

ing. Trust binds a society together. The 
rule of law makes society a fairer and 
more dependable environment in which 
to survive, make commitments, act, and 
flourish. We began by presenting disas-
trous personal consequences that can 
occur as a result of ignorance about 
digital evidence; we end by declaring 
that when the rule of law doesn’t work, 
decreasing trust in the e-economy, a 
general halt to the progress of the Infor-
mation Age — as online business and 
communications are no longer credible, 
predictable, or viable — are conceivable 
outcomes.8 As informed members of the 
technical community who are watching 
this potential train wreck unfold, it is 
incumbent on us to initiate and engage 
in dialogue with all those communities 
impacted by our innovations, but that 
need help in ingesting, digesting, and 
using them. This dialogue is dual — we 
need help from them to better under-
stand the practical ways the justice 
system and its laws, procedures, prac-
tices, and people work so that our in-
novations, now and going forward, are 
developed and rendered more relevant 
and realistically effective. We welcome 
your thoughts and suggestions.  

Barbara Endicott-Popovsky is the direc-
tor for the University of Washington’s 
Center for Information Assurance and 
Cybersecurity. Her research interests 
include forensic-ready networks, secure 
coding practices, and digital forensics. 
Endicott-Popovsky has a Ph.D. in com-
puter science from the University of 
Idaho. Contact her at endicott@uw.edu. 
Hon. Donald J Horowitz is a former Su-
perior Court judge for King County. He 
has chaired the Technology Committee 
of the Supreme Court-created Access 
to Justice Board, and is on the Found-
ing Advisory Board of the University of 
Washington Information School. Major 
interests include the development and 
use of technology in the justice system to 
help make the system more accessible, 
usable, efficient, economical, and ef-
fective for all people. He is also focused 
on digital evidence standards and lit-
eracy. Judge Horowitz has an LL.B. from 
Yale Law School. Contact him at don.
horowitz@gmail.com.
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